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Agendd

« Concurrency Anomalies
* Assigning Semantics to Concurrent Programs

« Concurrency Errors

— Detection of data races
— Detection of high-level data races and stale value errors
— Detection of deadlocks
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Concurrency Errors

Detection of High-level Data Races
and Stale-value Errors  [Artho03]



Concurrency Anomalies
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High-Level Data Race

* Wrongly defined atomic blocks

Thread 1

Thread 2 g

field1 |

(> separate
& entities

g‘_gield 2 |/
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High-Level Data Race

* Wrongly defined atomic blocks

Thread 1 Thread 3

Thread 2 é
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lock
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High-Level Dafta R

ace

* Wrongly defined atomic blocks

Thread 1 Th

Thread 2 g

field 1
object fields as
separate entities

read 3

. \J both object fields

/’ as same entity

—

Jun 7, 2021 Concurrency and Parallelism — J. Lourenco © FCT-UNL 2019-20



public synchronized
int getX() {

High-Level Data Races | = aie.x

}

Shared variables: x, y

int getY¥ () {
return this.y;

// Thread 1
public boolean eg als(){

}

// Threa
public(synchronized
int loc x getX //’synchr‘ "int setPa ; , int v2) {

int loc_y = getY() synchr = vl;
return Toc_x == loc_y, y = v2;
} -}
Invalid observation tPair(2 2 1
(state never existed) ( ’ ) setPair(2,2) || equals()
getX getY >t
_J
Thread?2 setPair >t
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Stale-Value Errors

« Caused by privatization of shared values

Shared variables: x, y

Jun7,2021

void yEqualsXTjixies {
int local :EgetX_()) // Atomic
caf\hay qVe a stale value <
@ycal) ; // Atomic
}

X

private synchronized int getX() ({
return x ;

}

@Atomic
private synchronized void setY¥(int wvalue) {
y = value ;

}
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View of an Atomic Block jarthoos

* A view of an atomic block B — V(B) — is the set
of variables accessed inside the atomic code
block B



View of an Atfomic Block

* A view of an atomic block B — V(B) — if the sef
of variables accessed inside the atomic code
block B

* The read view of B— Vy(B) € V(B) —is the set of
variables read inside the atomic code block B

* The wrife view of B— Vy/(B) € V(B) — is the set of

variables written inside the atomic code block B
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

V(incX) =¢
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed

atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

Which (shared) variables are accessed and howe

Jun7,2021

Concurrency and Parallelism — J. Lourenco © FCT-UNL 2019-20

13



Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized wvoid incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

4
Vars(incX) ={}
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

_Public synchronized void incX () {
int lqcal = x;
setX(10cal + 1)

}

public void setX(int aux) {
X = aux;

}

\ 4
Vars(incX) ={} U {read(X)}
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public vcid setX(int aux) {
X|= aux;

}

\ 4
Vars(incX) ={} U {read(X)} u Vars(setX)
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

Vars(incX) ={} U {read(X)} u V\érs(se’rX)
Vars(setX) ={}
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

Vars(incX) ={} U {read(X)} u Vars(setX) r
Vars(setX) = {} u {write(X)}
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

Vars(incX) ={} U {read(X)} u Vars(setX)
Vars(setX) = {write(X)}
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

Vars(incX) ={} U {read(X)} u Vars(setX)
Vors(se’rX)
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

Vars(incX) ={} U {read(X)} U {write(X)}
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Views ANAlysIS (arthoos,

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

Vars(incX) = {read(X), write(X)} V(incX) ={X}
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Views ANAlysIS [piasi2]

* View: set of shared variables accessed
atomically

public synchronized void incX() {
int local = x;
setX(local + 1)

}

public void setX(int aux) {
X = aux;

}

Vars(incX) = {read(X), write(X)} V(incX) ={X}
Vi(incX) = {X}
Vw(incX) ={X}
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Views ANAlysIS [piasi2]

* View: set of shared variables accessed

atomically

// Thread 1

public boolean equals() {
int loc_x = getX(); // Atomic
int loc_ y = get¥(); // Atomic
return loc x == loc_ y;

// Thread 2
public synchronized
int setPair(int vl1l, int v2) {

public synchronized int getX() {
return this.x;

}

public synchronized int getY() {
return this.y;

}
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Views ANAlysIS [piasi2]

public int getX() {
return this.x; V(getX) ={X} Vg(getX)={X} Vw(getX) ={}
}

public int getY () {
return this.y; V(getY) ={Y} Vg(getY)={Y} Vw(getY)={}
}

public int setPair(int vl, int v2) {

x = vl; V(setPair) = {X, Y}
y = v2; Vi(setPair) ={}  Vw(setPair) ={X, Y}

}

public boolean equals() {

int loc x = getX(); V(setPair) = {X, Y}
int loc_y = get¥(); , .
return loc_x == loc y; Vr(setPair) ={ X, Y} Vw(setPair) = {}

}
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Data Dependency Analysis

Y
sl: x = i
AN
s3: z = x; \Y,
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Data Dependency Analysis

- Y,S?

sl: x =y, v

s2: x = 2; |:>> X,S1

s3: z = x; \'/ ;
- 2,83

N
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Data Dependency Analysis

« Data Dependencies are not enough!

sl:
s2:

s3:

s4d:

boolean wvalue;

if (x1>x2) {
value
}else{
value

}

return value;

boolean gt(int x1, int x2) {

true;

false;

Jun7,2021

ParamO Paraml
X1 X2
bool(if)
1c
value
gt.ret
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Causal Dependencies Graph

* Merge Data and Control Flow Dependencies in
the Causal Dependencies Graph

Data Dependencies Control Dependencies Causal Dependencies
X X X
y z 4 z p— y z




Direct Correlation

boolean gt(int x1, int x2) { ParamO Param]1
boolean value; ~ N,
sl: if (x1>x2) {
s2: value = true; i
}else{ o
s3: value = false; N~
} > ~
s4.} return value; bool(if)
Direct
Correlation

gt.ret
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Variable's Correlation [piasi2]

» Direct Correlation (X, y):

There is a direct correlation between a read variable
‘X" and a written variable 'y’ if in the dependency
graph D there is a path from ‘x’ to ‘'y’.
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Common Correlation

boolean gt(int x1, int x2) { ParamO Param]1
boolean value;
sl: if (x1>x2) {
s2: value = true;
}else{
s3: value = false;
}
s4: return value;
}
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Variable's Correlation [piasi2]

» Direct Correlation (X, y):

There is a direct correlation between a read variable
'x" and a written variable 'y’ if, in a dependency
graph D, there is a path from ‘x’ to ‘'y’.

« Common Correlation (X, y):

There is a common correlation between read variables
'x"and 'y’ if, in a dependency graph D, there is a
written variable 'z’ such that: ‘z#x’ and ‘z#y' and

there are paths from ‘x’ to ‘'z’ and from 'y’ to ‘z’.
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High-Level Data Race

Thread 1

; nchronized
t setPair(int v1, int v2){
x = vl;

v2;
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High-Level Data Race

Thread 1 Thread 2
public synchronized public boolean 1s () {
int setPair(int vl1l, int v2){ int loc x // Atomic
vl; int loc y // Atomic
v2; return loc_: c Y’

Thread 1

Thread 2
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High-Level Data Race [piesi2]

Thread 1 Thread 2

public synchronized public boolean equals() {
int setPair (int vl, int v2){ int loc_x = getX(); // Atomic

x = vl; int loc_y = getY(); // Atomic

y = v2; return loc _x == loc y;
} }

. Thread 1
Maximal .
Viewy of T1 ' “""""@ Ce\'

?\3 setX) @VIGWR of T2

o)
03‘ V,, (getY) =

V; (getY) @ViewR of T2

({x} € {y}A{y} € {x}) A Common Correlation ({x}, {y})
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HLDR Quiz

Tl runsV1 ={A, B, C}and V2 ={A, B, C, D}
«T2runs V3 ={A, B, E}and V4 ={B, C, F}
* Is there a HLDR?

* V2is maximal in T1 (ignore V1)
* V2 V3 ={A, B} V2 V4 ={B, C}
«{A,B} S {B,C} or {B,C}c{A, B}e No!

« Common-Correlation(A, C)e
— Yes! High Level Data Racel
— No! No High Level Data Race
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The END
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