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Design Patterns

The KAOS approach (cont.)



Tiago
Realce


Design patterns

(i

U'

- -

..: v" ’

%,
} “\\“\“‘“ : /4 Wy
= "”"'////////////,%(é ; = """””ﬂ/////ng{("
&

s
I/// "““\‘“ll\

<((

m\‘.\“‘“‘

e P
2d{lle S-dlii®
ol - . ’

P A

Z




Design patterns

'” m A design pattern is a way of
reusing abstract knowledge
about a problem and its solution.

problem and the essence of its

\ m A pattern is a description of the
" solution.

s m |t should be sufficiently abstract
to be reused in different settings.

m Pattern descriptions usually make
: use of object-oriented
characteristics such as
inheritance and polymorphism.

......
K- | 4
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Patterns

m Patterns and Pattern
Languages are ways to describe
best practices, good designs,
and capture experience in a
way that it is possible for others
to reuse this experience.




Name A meaningful pattern identifier.

Problem description.

] L Not a concrete design but a template
Solution description. for a design solution that can be
instantiated in different ways.

The results and trade-offs of applying

Consequences the pattern.



The Observer pattern

m Name
- Observer.

m Description
- Separates the display of object state from the object itself.

m Problem description
- Used when multiple displays of state are needed.

m Solution description
- See slide with UML description.

m Consequences

- Optimisations to enhance display performance are
Impractical.
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Multiple displays using the
Observer pattern

D

| |

Subject

Observer 1 | ¢ A: 40 » | Observer 2
B: 25
C: 15
D: 20




The Observer pattern (1)

Pattern Observer
name

Description

Problem
description

Separates the display of the state of an object from the object itself and
allows alternative displays to be provided. When the object state
changes, all displays are automatically notified and updated to reflect the
change.

In many situations, you have to provide multiple displays of state
information, such as a graphical display and a tabular display. Not all of
these may be known when the information is specified. All alternative
presentations should support interaction and, when the state is changed,
all displays must be updated.

This pattern may be used in all situations where more than one
display format for state information is required and where it is not
necessary for the object that maintains the state information to know
about the specific display formats used.


Tiago
Realce

Tiago
Realce

Tiago
Realce

Tiago
Realce

Tiago
Realce


The Observer pattern (2)

Solution
description

Consequences

This involves two abstract objects, Subject and Observer, and two concrete
objects, ConcreteSubject and ConcreteObject, which inherit the attributes of the
related abstract objects. The abstract objects include general operations that are
applicable in all situations. The state to be displayed is maintained in
ConcreteSubject, which inherits operations from Subject allowing it to add and
remove Observers (each observer corresponds to a display) and to issue a
notification when the state has changed.

The ConcreteObserver maintains a copy of the state of ConcreteSubject and
implements the Update() interface of Observer that allows these copies to be kept
in step. The ConcreteObserver automatically displays the state and reflects
changes whenever the state is updated.

The subject only knows the abstract Observer and does not know details of the
concrete class. Therefore there is minimal coupling between these objects.
Because of this lack of knowledge, optimizations that enhance display
performance are impractical. Changes to the subject may cause a set of linked
updates to observers to be generated, some of which may not be necessary.
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A UML model of the Observer
pattern

Subject

O

Attach (Observer)
Detach (Obserwer)
Notify () =========1

for all o in observers
0 -> Update ()

Observer

Update ()

JAN

ConcreteSubject

GetState ) ="

subjectState

return subject State \ﬁ

ConcreteObserver

Update () -—---

observerState

observerState =
sub ject -> GetState ()

]

10



Facade pattern

m [he facade pattern is typically used when
- asimple interface is required to access a complex system,
- a system is very complex or difficult to understand,
— an entry point is needed to each level of layered software, or
— the abstractions and implementations of a subsystem are tightly coupled.

Client

k1 ra

Facade :Client :Facade :Class1 :Class2 :Class3

Subsystam i

A .u’l Class2 N ZF
Classi 4{/ \._j Class3

, S

- e e — — e = ——

— e



Tiago
Realce

Tiago
Realce

Tiago
Realce

Tiago
Realce


Composite pattern

m What problems can the Composite design pattern solve?

- A part-whole hierarchy should be represented so that
clients can treat part and whole objects uniformly.

Component - oo —rE
. chikdren /
Client = = ( (_lpm S, comgosuel
. 3 :Component /
operation; / \
for each child in children Ie"n \' ( Iedf?. \
child .operation) '~ 2 EQJ"" ( co; POs ale?. \ =0 ”‘P nent /
B . £ e \.Jmp ne f'| "_,'
Leaf Lomposlle / l \
" |‘ df3 '\ %
,_o"np nent ) "" l‘-’df“ '\' l _\___p r,-rt
operation|] ‘ operation(} - ~__ . \:Component / \__

04/04/2022 12
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Goal Model and Patterns

m Reqgs can be obtained through interviews or docs. Or
with the help of patterns

m Requirements patterns
- An efficient way is to reuse patterns

m KAOS consists of modelling generic patterns of regs.
— They are progressively built

13




Generic Goal Pattern

needs

/ System satisfying stakeholders'

«~— Refinement

/

System satisfying functional System satisfying
needs non-functional needs

/

/ Safe system /_

-l-__---
/ Laws in force respected /

/ Cheap system /
/ Environment preserved /

/Usabte 5]’5'[&"1/

/ Efficient systam /




Non-functional requirements

/Non-functional requirements satisfied/

/ Security of system / / Performance of services // Usability of system / /{:a:,!m.'.:urn.am:..},lr of services requests/

RE'2013 15




Performance

/ Performance of services /

Example: TV+Phone Package

/ Space performance /

/ Main memory / / Secondarystorage

components mee / Response time for query /

/ Box storage size Database size
specific levels o
il i [ R / Phone voicemail storage size /

System designer
O or > I’



Concurrency

Concurrency of servicesL /
requests / 7 Response time /

/ use thread-safe operations perform soak tests

Tests

sttem designb

Thread safe: Implementation is guaranteed to be free of race conditions (when an application depends on the
sequence or timing of processes or threads for it to operate properly)when accessed by multiple threads

simultaneously. 17




Availability

A~
\ service interrupted \

[

Sell recanligurable sys

in case of partial failure

Maximum permitted tim
delay for repairing failure

A
T oo {

. Baervica controllgr

_—

/ Awvailahility of services /
4

avold s'ngle polrts of tallure /

O

/ Server replication /

A

Architecture

designer

)

18



Generic Pattern: Expectations and
Domain Properties

/ Service request satisfied /

Domain properties

7
/ Service requested /

Service request maintained
until executed
/ Service executed according to
request

Expectation

Infrastructure available
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Application of the pattern to the elevator
system

/Transpnrtatinn requests sali:sfied/

/ Elevator called

Passengers brought to
requested destination

ﬁ Call request not canceled /

20
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HO M-

Generic NFR Goal for a Safe System

No casualty

/ Secure system /

/ Robust and reliable system /

/ Privacy preserved /

WHY ?
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/ Safe elevator system /

/ Robust and reliable elevator system /

Smm secured

/ Control room locked //

/ Control reom lockable /'

/ sahenmnoolmiuil/

/ Sate stay insida the cage /

/Elevator equipped with floor

Door closed when cage
not stopped on a floor level

/No door opening while movlng/

/ No passenger locked in lmnr

N t conditions

amlml "W

Lights always on

/Cmdoorcmdwﬁhmcwing/ )

/ Elevator cage has a door / System protected




System protected against fire

/ System protected against fire /

Elevator disabled in case of fire / Equipment to protect against fire -
/ / available inside cage Fireproof cage /

oving elevator stopped next floor Door locked open on floor level
in case of fire signal in case of fire signal

/ Emergency stop available /




System protected against fire

/ System protected against fire /

Elevator disabled in case of fire / Equipment to protect against fire .
/ > / available inside cage / Fireproof cage /

oving elevator stopped next floor Door locked open on floor level
In case of fire signal in case of fire signal

Elevator Company

Elevator Controller
/ Emergency stop available /

24




Emergency stop available

/ Emergency stop available/
A

Moving elevator stopped
next floor in case of fire signal

Emergency stop available Emergency stop available
inside the cage in control room

7

Cage button panel includes
a stop button (Expectation?)

y |

Elevator stopped

Stop button used

2

@vator Compab

Elevator Controller




System protected against
power shortage

System protected
against power shortage
£

Emergency power available

Cage equipped
with emergency lights

Elevator stopped
upon power failure

Emergency lights on when needed

Elevator Controller

26




Concrete model for NFR Safety: Elevator
System protected against power failure

System protected against
power shortage

margem:y lights on when
needed

ﬁ Emergency power available /
0
failure I i
- y5TEm O\

Ve $1 o

Cage equipped with
emergency lights

POvJBZ
Cwmewé

QW ( Erigecnsy
\&O’\K‘L‘"d’clb




Efficient elevator system

/ Efficient elevator system /

ﬁ' ransportation duration rninimized/

/ Waiting time minimized / / Elevator moves minimized /

Passengers informed
of elevator direction

Passengers do not enter elevators
heading in the opposite direction

on passenger calls

Stops at intermediate floors
/ Closest elevator sent / if pending requests

minimized

Number of direction changes /

Elevator direction updated
few seconds before next stop

28
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/ Safe elevator systam /

Mo intrusion

/ Robust and reliable elevator

e System

Software Secured I

4 ; / Caontrol room lockable
/l:onlml FOOIm Iuckad/

S
_"“-u..__‘_ / Safe stay inside the cage /
/ Mo door opening while moving /

ot

/hln passengar locked in furwer/

contact between

|ers and moving parts

\ 8
;-J / Lights always on /

Mo move in overweight
conditions

T ——

29




No move in overweight
conditions

/ No move in overweight conditions/

4

Overweight conditions
reported to the passengers

Weight conditions checked
before next move

L [ Elevator kept on current floor,
doors open, until
overweight conditions disappear

Elevator Controller

Performrance Performance

@seelevator current weight _ Alert passengers
with an audible message

30
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Building goal models: bad smells

m Do not confuse ...

_ goal ... / CopyBorrowed / /DoorsOpen /

IfAvailable Onlylf TrainStopped
- operation ... BorrowCo Open
Py Doors

Goal # service from functional model (e.g. use case)

— Services operationalize functional, leaf goals in refinement graph
* agoal is often operationalized through multiple operations

* an operation often operationalizes multiple goals

— Soft goals are often not operationalized in functional model but used tc
select among alternatives
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Behavioral goals vs. operations

m Semantic difference

- Behavioral goals constrain entire sequences of state transitions

— Operations constrain single state transitions

/ Achieve [CopyBorrowedIfAvailable] / . BorrowCopy ),
Requested Requested ) Borrowed } Requested _> Borrowed
Unava|lable Avallable o Ava|IabIe

m Tip: use past participle for goal name

(state to be reached/maintained, quantity to be reduced/increased, ...)

use infinitive for operation name

(action to reach/maintain that state)
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Bullding goal models: bad smells

Do not confuse ...

/Extenswe /
- OR-refinement ... Coverage

o e

Effective
/ BookSupply / E-bookAccess /
— AND-refinement by case ...
/ BookRequestSatisfied/
CopyBorrowed / opyDueSoon /
cf. case analysis: If Available If Not Available

(Casel orCase2) =X equiv (Casel = X) and (Case2 = X)

OR-refinement introduces alternative systems to reach parent goal

AND-refinement by cases introduces complementary, conjoined subgoals
within same system



Tiago
Realce

Tiago
Realce

Tiago
Realce


stakeholders

[

_o" e

Building goal models: bad smells

m Avoid ambiguities in goal specification & interpretation ...

- a precise & complete goal definition is essential
- grounded on shared system phenomena, and agreed upon by all

/ / WorstCaseStopping / ,,,,,

DistanceMaintained

/ BookRequestSatisfied/

0

Def A train shall never get
so close to a train in front
so that if the train stops
suddenly (e.g., derailment)
the next train would hit it

/ .....

CopyDueSoon
WhenNotAvailable

Def A book without any
copy available for loan
shall have a copy available
within 15 days for the
requesting borrower
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esponsibilities of an agent

Elevator equipped with floor
doors / Fnreproof cage

{ Way to escape provided 7
Equépmom to protect against
fire avalable inside cage
Software secured
Emergency power available

Elevator Company

Cage button panel includes a
stop button (Expectation?)

Elevator equipped with a
breakdown alarm

Button-based interface

z Elevator cage has a door /
¢ provided
‘ Resume button provided / 35
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Responsibilities of elevator controller

/ Overweight conditions /
reported to the passengers
/ Elevator stopped / P P 9
l\ Cage door closed while moving /
Door locked open on floor leve
in case of fire signal
Elevator stopped
K at passenger destination
/ Weight conditions checked \

before next move N

Elevator kept on current floor,
doors open, until
overweight conditions disappear

/ No door opening while moving

Elevator stopped
upon power failure

Elevator Controller
\ Emergency conditions reported
\\

\\

Passengers informed
of their call's status

/Elevator resumed /

Elevator stopped on calling floor/

/ Button command detected /
Moving elevator stopped next floor
Door closed when cage in case of fire signal
not stopped on a floor level
ﬁmargency lights on when neede(/
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Conflicting goals

= When it is not possible to completely satisfy two
goals simultaneously

®» Performance goals may conflict with safety goals

» Infolrmation goals may conflict with security and privacy
goals

®» Dealing with conflicts (or more generally, with
obstacles) allows

= to build a more complete requirements document and
= TJo build a more robust system

= (QObstacles prevent goals from being achieved
®» Defensive approach

38
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Conflict management

= \\hen conflicts are detected:
» \egotiation to conflict
resolution
®» Select alternatives or
®» Re-evaluate the priorities or
®» Revise requirements

39
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Conflict Identification: Generic goal
for economic aspects of a system
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Mo TrainCollision DoorClosed WhileMoving BlockSpeedLimited

MoTrainsOn T s e DoorsClosedlFFnonZeroSpeed ;
- WorstCaseStopping o MovinglFFnonZeroSpeed
Same Block DistanceMaintained Measure
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Capturing potential conflicts
among goals

/ RapidTransportation/ / SafeTransportation /
/ FastJourney / / Evacuation / DoorsClosed /Av0|d [TrainCollisions] //SpeedBeIovv /
/6\ Whenilarm BetweenStations $ BlockLimit
FastRunToNextBlock/ [ SignalPromptly, / / Avoid [TrainsOn /
If GoSignal / / SetToGo / DoorSOpe”Whe“/ SameBlock]
Alarm &Stopped

-

potential conflict---~ SignaISafeIV / TrainStoppedAtBlockEntry /

KeptToStop If StopSignall




Remember the elevator system ...

/Elnratnr :allad/
Tk

Passengers informed of their
Button-based interface gcnlrs status
provided

Button command detected
Button depressed
A
()

Elevator Contraller

Elevator Compan

Selected button's IIHM on until
ruquuma:l lift arrives

All button Iighu off wntil an
alovator gots colled

43




Alternatives

Eutton-based interface
provided

Panel with all destinations
provided on each floor /
! No selection panel inside cage / / Infrared cell on each floor /

Single call button on each
bidirectional buttons on each floor
floor

Destination floor panel inside
cage

44




Adding Qualitative goals

m What happen if we add:
- Robust and reliable elevator system
- Cheap elevator system
- Efficient elevator system

m Which conflicts are identified here?

45
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Analysis of the button based interface
with NF goals

Button-based interface
provided

’_' Mo selection panel inside cage /

/ Infrared cell on each floor /
Destination floor panel inside bidirectional hl.ttons on each Panel with all destinations
cage provided on each floor

Single call button on each
floor
Qualitative goals have been \D\\

Robust and reliable elevator added to the previous diagram
system in order to analyse several Z Cheap elevator 5,-515-“1 Efficient elevator system

alternate desians.

46




Elevator called with selected alternatives

Elevator called

/ e SEAOS / / Button depressed / / Button command detected / / Passengers informed of their

provided }\ \ call's status

Destination floor button pushed Elevator Controller

insldo cage

Z Up or down floor button pushcd /

Elevator Company

/ Destination floor panel inside / Sclected button's Ilght o untll Al button hghts off until an
/ requested lift arrives elevator gets called
/ bidirectional buttons on each /
Passenger
floor

47




@

What are obstacles ?

®» |Votivation: goals in refinement graph are often too ideal, likel

to be violated under abnormal conditions
(unintentional or intentional agent behaviors)
® QObstacle = condition on system for violation of
corresponding assertion (generally a goal)

e {0, Dom} |= notG obstruction

e.g8. G: TrainStoppedAtBlockSignal If StopSignal
Dom: If TrainStopsAtStopSignal then DriverResponsive
O: DriverUnresponsive
®» For behavioral goal: existential property capturing
unadmissible behavior (negative scenario)
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f%;gObStaCIG categories o heuristic

iIdentification

Correspond to goal categories & their refinement ...

m Hazard obstacles obstruct Safety goals

m Threat obstacles obstruct Security goals 7@&
- Disclosure, Corruption, DenialOfService, ...

m [naccuracy obstacles obstruct Accuracy goals

m Misinformation obstacles obstruct Information goals
- NonlInformation, WrongInformation, TooLatelnformation, ...

m Dissatisfaction obstacles obstruct Satisfaction goals
-  NonSatisfaction, PartialSatisfaction, TooLateSatiWon,

m Unusability obstacles obstruct Usability goals ...zl ===

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

nnnnnnnnnnnnnnnnnn
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x.. Risk analysis can be anchored on goal models

>
(9
(7
tet

B <= o | % O

TrainStops |IF StopSignal

s
NoStopAtStopSignal

YA Y-

SignalNotVisible BrakeSystemDown
|

LF
R
i
=
=

RegularResponsivenessCheck

iiStart I |J :ﬂ é @ |'__3:J |J %FQI_I':_-T-F!_EI:I"-} g[spE1:5.,-"trainl,-"TrainS'ys___ r'-"|i|:r'|:|S|:|Ft PowerPoint - [R... Ql—%‘%‘% @ I'E] (E-I:_QJ:




f& Obstructions propagate bottom-up

in goal ano-refinement trees

m Cf. De Morgan’s law: not (G1 and G2) equivalent to not G1 or not G2

not G
[C ey R

propagated
O ob struction

E E \not Gl\ \not GZ\
W

=> Severity of consequences of an obstacle can be assessed
in terms of higher-level goals obstructed
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jgii’égznnotating obstacle diagrams

2
@

\ DriverUnresponsive \
N\

N, annotation

DriverUnresponsive . oy
precise definition

Situation of a train driver failing to react to a command
and take appropriate action according to that command

... In temporal logic for analysis, not in this chapter ...
Hazard
™ likely

L+ catastrophic

features




Obstacle analysis for
Increased system robustness

m Anticipate obstacles ...

= more realistic goals,
new goals as countermeasures to abnormal conditions

= more complete, realistic goal model

m Obstacle analysis:
For selected goals in the goal model ...
— identify as many obstacles to it as possible;
— assess their likelihood & severity;

— resolve them according to likelihood & severity

=> new goals as countermeasures in the goal model
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<" Obstacle analysis ana goal model
elaboration are intertwined

oaI model

data dependency
elaboration

>
Obstacle Obstacle Obstacle
|dentification assessment resolution

m (Goal-obstacle analysis loop terminates when remaining obstacles can be
tolerated

— unlikely or acceptable consequences

m Which goals to consider in the goal model?

- leafgoals (requirements or expectations): easier to refine what is wan
than what is not wanted (+ up-propagation in goal model)

— based on annotated Priority & Category (Hazard, Security, ...)
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Obstacles

Passengers informed
of elevator direction

A

Elevator direction updated . N
/ few seconds before next stop A | \_Elevator dlrac;l:n unreadable \
\ Inadequate LED size \ \ Elevato;:::::gm:;adable \ \Inufflcianl display contrast\

55




Obstacles

Passengers informed
of elevator direction Obstruction Link
A\

O

/ Elevator direction updated \ Elevator dlrection unreadable

fewsecondSbeforenext Stop / \\O\

\ Inadequate LED size \ Ehvato;;:,rﬁﬁm:{: il \Insufﬂcient display contrast\
Resolution Link Elevator direction
/ LEDs at least 2in high/ announced by voice

56



Robust and reliable elevator
system

Robust and reliable elevator
system \

Service interrupted \

Self-reconfigurable system in
case of partial failure

Maximum permitted time delay for
repairing failure enforced

/ Worn-out components
replaced in tlme

O

Maintenance program provided / Worn-out components replaced / Elevator system monitored /

‘ MTBF requirements specified / Maintenance program
executed ‘ Component wear reported /
/ Component wear detected 7
/ Maintenance program defined /




Exercise

m Mobilise Ambulance at incident in time

m Obstacle: Mobilise Ambulance NOT at incident in time

58



bstacle diagrams as AND/OR refinement trees (2)

/MobilizedAm bulance/
AtincidentinTime
A

MobilizedAmbulance Not
AtincidentinTime

O R

\Am bulancelost \\Axm bu|anC€St0pped\\TrafﬁcDeviation\

D-refinement--~<_ _ f

N

AmbulanceCrew In-carGPS (/){')é/\
NotinFamiliarArea NotWorking » ,%g
(25




bjects

No passenger locked in forever
in case of breakdown

Alarm cleared
by guard's response

Elevator equipped
with a breakdown alarm

/ Breakdown alarm used Emergency power available /

/ Alarm answered by guard /

Alarm bell

61




Operation Model (simplified)

m [his model describes all teh behaviors that
agents need to fulfill their regs.

m Behaviors are expressed in terms of operations
performed by the agents

m Operations work on objects defined in the
object model

m Operations are used to operationalize or fulfill
reqs

62
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Responsibility-
Operationalization-performance

Elevator stopped on calling
floor

Schedule ) Execute schedule Elevator Controller
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Operationalization Reschedule

Closest elevator sent o Stops ermediate floors if M gel vator u:pp d t
passenger calls pending requests rﬂu

\

Elevator stopped /

64



A goal-oriented method for building multi-view models

Modeling the

system-as-is Build a preliminary goal model Derive a preliminary
illustrated by scenarios &= ---- object model

Modeling the l i

system-to-be / Update the goal model with new Derive the updated
goals illustrated by scenarios object model

27N R e
AN
C Analyze obstacles, ) S Analyze responsibilities
threats, and conflicts and build the agent model
Ny
|

1

-

1

1

1

1

I Make choices among
: alternative options
|

|

|

|

|

|

|

|

|

Operationalize goals
in the operation model

X’

backtracking - Build and analyze the
<------=- behavior model

data dependency

4
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Goal-oriented model building in action

1. Domain analysis:

refine/abstract
goals
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Document  Wincdow

Loarr

/|

MNoTrainCollision

DoorClosed WhilelWovin g BlockSpeedLimited

MoTrainsOn AretCaseStonnine DoorsClosedlIFFnonZeroSpeed :
o WorstCaseStopping S MovingIFFnonZeroSpe
Same Block Measure

DistanceMaintained

(Goal) MoTrainsOn Same
Elock diagram

TrainController
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(Goal) SafetyGoals

7 DoorClosed Whilehowving
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0
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|
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2
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TrainDriver
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= B B

(Goal) FunctionalGoals

NoTrainsOn Same Block
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Goal-oriented model building in action

1. Domain analysis:
refine/abstract goals
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