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Security of Internet Applications
• Layers of internet application security 

• Network Level (network security and system 
identification) 

• System Level (firewalls, VPNs, SSL, DMZ) 
• Application Level 

• Authentication 

• Access control 

• Information flow
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Security Attacks
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https://www.owasp.org/index.php/Category:Attack
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Application Level - Role Base Access Control
• Standard approach to authorise users to perform operations 

in software systems. 
• Roles are specified for system related tasks. 

• Permissions are assigned to specific roles. 

• Users are assigned rules according to their profile/function.
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https://upload.wikimedia.org/wikipedia/en/c/c3/RBAC.jpg
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Application Level - Role Base Access Control
• Standard approach to authorise users to perform operations 

in software systems. 
• Roles are specified for system related tasks. 

• Permissions are assigned to specific roles. 

• Users are assigned rules according to their profile/function. 

• Roles can be combined in hierarchies or lattices 

• RBAC provides a framework for a 
verification based on interceptors  
and filters 

• Roles can also be parameterised  
and depend on actual data.
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Security of Internet Applications (Vocabulary)
• Principal - Who is the entity behind a particular 

request 

• Authentication: Certify that a given set of 
credentials identify one principal
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@RequestMapping("/messages/inbox")	
public	ModelAndView	findMessagesForUser(@AuthenticationPrincipal	CustomUser	user)	{	

				//	..	find	messages	for	this	user	and	return	them	...	
}

@Autowired	
public	void	configureGlobal(AuthenticationManagerBuilder	auth)	throws	Exception	{	
				auth	
								.jdbcAuthentication()	
												.dataSource(dataSource)	
												.withDefaultSchema()	
												.withUser("user").password("password").roles("USER").and()	
												.withUser("admin").password("password").roles("USER",	"ADMIN");	
}
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• Authorisation - Check if a given principal has rights to 
access a given piece of information 

• Delegation - to be able to temporarily  
assign one principals capabilities’ to  
another principal (e.g. sudo)

Security of Internet Applications (Vocabulary)
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protected	void	configure(HttpSecurity	http)	throws	Exception	{	
				http	
								.authorizeRequests()																																																																	
												.antMatchers("/resources/**",	"/signup",	"/about").permitAll()																			
												.antMatchers("/admin/**").hasRole("ADMIN")																																							
												.antMatchers("/db/**").access("hasRole('ROLE_ADMIN')	and	hasRole('ROLE_DBA')")			
												.anyRequest().authenticated()																																																				
												.and()	
								//	...	
								.formLogin();	
}

http://docs.spring.io/autorepo/docs/spring-security/3.2.1.RELEASE/apidocs/  
org/springframework/security/web/authentication/switchuser/SwitchUserFilter.html
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Using frameworks for security
• Frameworks such as Spring Security promote the 

reuse of (correct) code, good practices, and great 
number of base features.
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http://docs.spring.io/spring-security/site/docs/3.2.8.RELEASE/reference/htmlsingle/
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Using frameworks for security
• Frameworks such as Spring Security promote the 

reuse of (correct) code, good practices, and great 
number of base features.
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	 •	 HTTP BASIC authentication headers (an IETF RFC-based standard)
      
	 •	 HTTP Digest authentication headers (an IETF RFC-based standard)
      
	 •	 HTTP X.509 client certificate exchange (an IETF RFC-based standard)
      
	 •	 LDAP (a very common approach to cross-platform authentication needs, especially in large       

environments)

	 •	 Form-based authentication (for simple user interface needs)
      
	 •	 OpenID authentication
      
	 •	 Authentication based on pre-established request headers (such as Computer Associates Siteminder)
      
	 •	 JA-SIG Central Authentication Service (otherwise known as CAS, which is a popular open source       

single sign-on system)

	 •	 Transparent authentication context propagation for Remote Method Invocation (RMI) and HttpInvoker       

(a Spring remoting protocol)

	 •	 Automatic "remember-me" authentication (so you can tick a box to avoid re-authentication for a       

predetermined period of time)

	 •	 Anonymous authentication (allowing every unauthenticated call to automatically assume a particular       

security identity)

	 •	 Run-as authentication (which is useful if one call should proceed with a different security identity)
      
	 •	 Java Authentication and Authorization Service (JAAS)
      
	 •	 JEE container autentication (so you can still use Container Managed Authentication if desired)
      
	 •	 Kerberos      
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Authentication - Simple starter code
• The default security setting provides that all 

requests are protected, a login form is created, 
RESTful interface for login/logout…
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@Configuration	
@EnableWebSecurity	
public	class	SecurityConfig	extends	WebSecurityConfigurerAdapter	{	

				@Autowired	
				public	void	configureGlobal(AuthenticationManagerBuilder	auth)	throws	Exception	{	
								auth	
												.inMemoryAuthentication()	
																.withUser("user").password("password").roles("USER");	
				}	
}
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Authentication - Simple starter code
• The default security setting provides that all 

requests are protected, a login form is created, 
RESTful interface for login/logout…
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@Autowired	
private	DataSource	dataSource;	

@Autowired	
public	void	configureGlobal(AuthenticationManagerBuilder	auth)	throws	Exception	{	
				auth	
								.jdbcAuthentication()	
												.dataSource(dataSource)	
												.withDefaultSchema()	
												.withUser("user").password("password").roles("USER").and()	
												.withUser("admin").password("password").roles("USER",	"ADMIN");	
}
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Authentication - Simple starter code
• The default security setting provides that all 

requests are protected, a login form is created, 
RESTful interface for login/logout…
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@Override
protected void configure(HttpSecurity http) {
        http
            .authorizeRequests()
            .antMatchers("/**").hasRole("USER")
            .and()
            .openidLogin()
            .permitAll();
}

@Override
protected void configure(AuthenticationManagerBuilder auth)(
              AuthenticationManagerBuilder auth) throws Exception {
        auth
        .inMemoryAuthentication()
.withUser("https://www.google.com/accounts/o8/id?id=lmkCn9xzPdsxVwG7pjYMuDgNNdASFmobNkcRPaWU")
        .password("password")
        .roles("USER");
}

http://docs.spring.io/autorepo/docs/spring-security/3.2.6.RELEASE/apidocs/org/springframework/
security/config/annotation/web/configurers/openid/OpenIDLoginConfigurer.html
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Basic Spring Security Guaranties
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CSRF - token issued by the server / recognised by the same server
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CSRF - token issued by the server / recognised by the same server

• Template example…
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CSRF - token issued by the server / recognised by the same server

• Actual page example
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Authorization - Access control
• Ensures that any request to the application requires the user 

to be authenticated 

• Allows users to authenticate with form based login 

• Allows users to authenticate with HTTP Basic authentication
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protected	void	configure(HttpSecurity	http)	throws	Exception	{	
				http	
								.authorizeRequests()	
												.anyRequest().authenticated()	
												.and()	
								.formLogin()	
												.and()	
								.httpBasic();	
}
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Authorization - Access control
• Refine the access conditions for each request
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protected	void	configure(HttpSecurity	http)	throws	Exception	{	
				http	
								.authorizeRequests()																																																																	
												.antMatchers("/resources/**",	"/signup",	"/about").permitAll()																			
												.antMatchers("/admin/**").hasRole("ADMIN")																																							
												.antMatchers("/db/**").access("hasRole('ROLE_ADMIN')	and	hasRole('ROLE_DBA')")			
												.anyRequest().authenticated()																																																				
												.and()	
								//	...	
								.formLogin();	
}
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Authorization - Access control
• And configure the behaviour and elements of the 

framework itself.
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Model Based Access Control
• Security conditions are many times hidden in query 

filters and program conditions. 
• Developer defined roles that depend on the state of 

the application. (e.g. ModeratorOf(…) ). 
• Authorisations that depend on the state of the 

target entity (status == submitted) 
• Capabilities defined by the developer (not 

hardwired to the programming elements)
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