Programacao Concorrente(7/)

José C. Cunha, DI/FCT/UNL

e Programacao concorrente usando monitores



AvViso

Os slides seguintes estao em Inglés!




Cooperation > Communication

(1)

Access to Shared Variables

(2) Distribited Memory:

Copying bytes/messages through communication
channels or message queues / mailboxes

Or
Invoking Remote Methods in other Objects
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call x arguments




(1) Shared Memory

physically-shared memory

(also supported by logically-shared memory

on physically-distributed memory
architectures,

more on this later...!)
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Shared-Memory Models
[ COREUREREYEONEol models:

S mutual exclusion / atomic operations
Sreaders and writers / shared readings

S clients and servers
Mutex locks; Semaphores;

_appear In different forms:

-- Shared variables
-- Shared objects
-- Blackboards
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Semaforo

e Mecanismo ~ “universal” “: resolve quase
todos os problemas de sincronizacao
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-- um programa concorrente baseado em semaforos
pode-se tornar dificil de compreender

--aomissao de um P() ou de um V() torna o
programa incorrecto e o erro pode ser dificil de
detectar, pois pode haver, dispersos nos
programas dos processos, multiplos P() e V()
sobre um mesmo semaforo

-- a utilizacao conjunta de fork/exec/semaforos torna
0S programas concorrentes dificeis de
compreender
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Monitores de sincronizacao

Uma abordagem estruturada para sincronizar
Processos concorrentes no acesso a
memaoaria partilhada

Ao nivel de uma Linguagem de Programacao
(acima do nivel do SO)

y




Language constructs for process

——SyACHTONISation
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Monitors are
Programming Language constructs

Language level: Processes and Monitors

Compiler / RuntimeSystem

OS level: Processes and Semaphores
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SYICHIORISAHORNUISTISHVCIItON
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A first attempt
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Conditional Critical Regions
merAclsStattempt-to-help=writing structured

concurrent programs with high-level constructs:
-- concurrent processes and shared variables

--the invoker blocks until condition iIs TRUE

-- the Runtime System automatically unblocks
processes... no need to invoke P or V operations
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Conditional Critical
Regions

Example:
the EDISON language
for shared—memoru multiprocessors

ype B = shared record
buffer: array 0..max—1 of T
p. ¢z 0..max—1
full: 0..max

end

rocedure Put (m: T; var b: B); procedure Get (var in: T; var bz B);

region b do region b do
begin begin
AW AIT full < max; AWAIT full > O,
buffer[p] := m; Np = buffer{c];
p = (p+1) mod max, ¢ == {c+1) mod max;;
full :=full +1 full :=full -1

end: end;



Comments

Whenever any process changes any shared
variable, the runtime support must trigger
the evaluation of all conditions in all
currently blocked processes

Conditions may include shared variables and
local variables, private to each process

Implemented in an experimental language
(EDISON) for multiprocessors
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A second attempt

A compromise:
-- a structured high-level programming style
but

-- requires some explicit information by the
programmer to unblock only some of the
processes in the modified conditions

11/16/2012 FSO-DI-FCT-UNL



Synchromsatmn VORILOE

Monitor = a module that encapsulates a
shared data structure and its operations
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Update ' Monitor

—— — ——

_________ Mutunal Exclusion
IS automatic

update . EE&EWEH - "---- update . report()



Update: monitor

{ cont: integer; [*shared */

T ontscont e

9

Toonimoy
;
}
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Acesso exclusivo a um recurso
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Resource Manager
e A critical resource (R). mutual exclusion

Primitives Allocate () / Free ()
e User Processes:

Allocate();
access resource;
Free();
e How to implement this, using Monitors?
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Resource: monitor;

{ busy: boolean;
9

[*shared */

Sl
{monitor body, executed initially*/

_ [ *the resource Is free*/
}
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| .
Resource: Monitor

Monitor is | _allocate

]nclced\ a
<

f]

7 what happens if
] / busy is TRUE?

—_———— -

b — e ————

_________ Mutnal Exclusion
IS automatic

|
|
|
Resource . allocatef) ---- Resource . freei)



Alternative Solutions?

apAllecateseturnstimediately even if the
resource is busy:

- the invoker must enter a busy waiting loop
- NOT a good solution.

b) The invoker blocks inside Allocate until the
resource Is released....
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1 .
Resource: Monitor

Monitor is
7 what happens if

/ busy is TRUE?

the process
busy  plocks
inside the
~--- - ___ IMOonitor

Mutual Exclusion
IS automatic

Resnurcgf allocatef)




XSl ot brs ockng

A new type of synchronisation variables:

Accessed by two operations:
To block inside the monitor:

To wake up some blocked process:
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AvViso

As primitivas dos monitores WAIT e SIGNAL

sobre condicoes nao tém relacao nenhuma
com

as chamadas ao SO Unix com 0S mesmos
nomes
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Resource: monitor;

'res: condition.
9

{ < blocks
9

{

& awakes one

{lbusy = false;l/*monitor body*/ }
)
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Monitor

—_—— e — ——— o

i Monitor

e - = I

' unlocked |

— o o ———

—— o ————

| _free
... 1 busy:=fale

|
— =

IS automatic

Mutnal Exclusion

-

Resource . allocate()
|

Resource . freei)

Condition



Barreira de sincronizacao
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Synchronisation Barrier

eN-processesssyhehronise in a collective
““rendez-vous "’

Each process:

arrival() /* waits for all the others*/
[* proceeds, after all have arrived®/
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N-Barrier: based on semaphores
valr=ecouht=integer=/micialmente 0*/
exmut: semaphore; /* inicial/ 1 */
block: semaphore; /*inicial/ 0*/
arrival()
{ P(exmut), count+ +,

If (count<N) then {V(exmut);
P(exmut)};

count- -; iIf (count > 0) then V(block);
V(exmut);

}
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Monitor: s nchromsatlon barrier

Condition
R, |

wait here

Mutual Exclusion
IS automatic

. e rocess P2
.. process P1 “_ call p ;
\\ \\ l
I
|
barrier . arrival{(y ~~~ barrier . arrival()



barrier: monitor;

© reonaton:

}
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Buffer em memoria partilhada
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A buffer

) buffer Monitor
L-_Put___. 9contem r

e e e AR ———

177 ' cont__ |
)

e

-\-‘-___-F'

_________ Mutual Exclusion
IS automatic

\.‘_\
-
-

buffer . i::lﬁU T buffer . Get()

; |
; |
! I
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il S | notfull
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'\ buffer .
\ X
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|

I
Mutual Exclusion | DOempty

is automatic :

buffer . Get()




buffer: monitor;

{buffer... cont...; notfull, notempty: condition;
9
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Leitores/Escritores acedem a uma BD
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Leitor:
Pede-para-Ler(); (1)
Leitura;
Termina-de-Ler(); (2)
Escritor:
Pede-para-Escrever(); (3)
Escrita;
Termina-de-Escrever(); (4)

e Como programar as accoes 1, 2, 3 e 4?
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variavels globais partilhadas

lr var K: integer; inicialmente O |
i exmut, ¥Wsen: semnaphore. inicial 1 i
__Processo Leitor Lii__________ - Processo Escritor Ei __
WHILE true DO |1 WHILEtwe DO l
BEGIN ' | BEGIN |
' Plexmut); 00000 o . P(Wsem):; i
. R=R+1; L1 [esaita; :
' IFR=1 THEN P(Wsem);  + | ~~"7==77°- | |
! 0 V(Wsem), l
__Yilexmuty, A |
leitura; A i
. Plexmut); S |
i R=kR-1; ! E ______________________
i IF =0 THEN V({Wsem); i i



— Solucao baseada num Monitor
Leitores Escritores: monitor;
! _
orocedure entry Start_R; {...}
procedure entry End R; {...}

procedure entry Start W; {...}
orocedure entry End_W; {...}

2 2 2\

~
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}




Um Leitor Um Escritor
Start_R; Start_ W,
lendo(); escrevendo();
End R; End W,
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e R Iinteger contador de Leitores
e\W boolean indica 1 Escritor dentro
e condition OK to W
onde aguardam o0s escritores
e condition OK to R
onde aguardam os leitores
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Start_R:
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Start_ W:
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Uma ~ “ponte” " com uma Unica faixa mas

com tréfego nos dois sentidos

Quando um carro chega a uma entrada:

-- SO pode entrar se uma das condicoes for
satisfeita:

— A ponte esta desocupada
ou

— O trafego corrente desloca-se no mesmo
sentido que o do carro que acabou de chegar

Hipotese simplificadora: ponte ilimitadal
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E: P(exE); D: P(exD);

contE++; contD++;

If (contE==1) If (contD==1)
then P(block); then P(block);

V(exE); {(20)k

na ponte(); na ponte();

P(exE); P(exD);

contk--; contD--;

If (contE==0) If (contD==0)
then V(block); then V(block);

V(exE); V(exD);
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Solucao baseada num Monitor
ponte: monitor,;

ke D conation:

Drocecd
0rocec
0rocec

N2 2 2\

0rocec

ure entry InE; {...}
ure entry OutE; {...}
ure entry InD; {...}
ure entry OutD; {...}

{ CONtE=CONtD=07T } /*inicializag&o*/

}

11/16/2012
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Carro entrando Carro entrando
pelo lado esquerdo pelo lado direito
INE; InD;

na ponte(); na ponte();

OutE; OutD;
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Invariantes dos monitores
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var next_in, next _out: 0..BUFSIZE-1;
cont:0..BUFSIZE;

AND

notfull = associated to cont < BUFSIZE
notempy = associated to cont >0
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A buffer

) buffer Monitor
L-_Put___. 9contem r

e e e AR ———

177 ' cont__ |
)

e

-\-‘-___-F'

_________ Mutual Exclusion
IS automatic

\.‘_\
-
-

buffer . i::lﬁU T buffer . Get()

; |
; |
! I
11/16/2012 ! |



Invariants help the programmer reasoning about
correctness of the monitor implementation

~|Brecondition| ~-cperation... } PESHEEGRAENN
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Invariants help the programmer reasoning about
correctness of the monitor implementation

Pre-condition { ..operation... } Post-condition

-{monitor initialisation}_
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Invariants help the programmer reasoning about
correctness of the monitor implementation

“Pre-condition { ..operation... } Post-condition

TRUE {monitor initialisation} Invariant

Invariant
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Invariants help the programmer reasoning about
correctness of the monitor implementation

“Pre-condition { ..operation... } Post-condition

TRUE {monitor initialisation} Invariant

Invariant AND
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Invariants help the programmer reasoning about
correctness of the monitor implementation

“Pre-condition { ..operation... } Post-condition

TRUE {monitor initialisation} Invariant
e On a WAIT(c) for expression B to become TRUE:
Invariant {WAIT(c) operation} (Invariant AND B)

11/16/2012 FSO-DI-FCT-UNL




Invariants help the programmer reasoning about
correctness of the monitor implementation

“Pre-condition { ..operation... } Post-condition

TRUE {monitor initialisation} Invariant
e On a WAIT(c) for expression B to become TRUE:
Invariant {WAIT(c) operation} (Invariant AND B)

Invariant
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Invariants help the programmer reasoning about
correctness of the monitor implementation

“Pre-condition { ..operation... } Post-condition

TRUE {monitor initialisation} Invariant

e On a WAIT(c) for expression B to become TRUE:
Invariant {WAIT(c) operation} (Invariant AND B)

e Before performing a SIGNAL(c), expression B must
be guaranteed TRUE by the signaller:

(Invariant AND B) {SIGNAL(c)} Invariant
Immediately AFTER\the SIGNAL operation executes:

How can this be guaranteed?
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Immediate reactivation requirement

Aftea-SIGNAL(c)Issexecuted by process S:

Two active processes are inside the monitor:

the signaller (S) and the signalled process (A)
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Immediate reactivation requirement

Aftea-SIGNAL(c)Issexecuted by process S:

Two active processes are inside the monitor:

the signaller (S) and the signalled process (A)

-- One of them (S or A) must exit the monitor
Immediately
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Immediate reactivation requirement
Aftea-SIGNAl=(e)ds-executed by process S:
Two active processes are inside the monitor:
the signaller (S) and the signalled process (A)

-- One of them (S or A) must exit the monitor
iImmediately.

-- No other process (C) should enter before A
resuming execution inside the monitor:
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Immediate reactivation requirement
Aftea-SIGNAl=(e)ds-executed by process S:
Two active processes are inside the monitor:
the signaller (S) and the signalled process (A)

-- One of them (S or A) must exit the monitor
iImmediately.

-- No other process (C) should enter before A
resuming execution inside the monitor:

otherwise, C may change the condition that
S has signalled and then A will not find it
TRUE anymore!
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Distinct monitor semantics

— Signal & Exit: the'signaller exits the monitor

(Concurrent Pascal, Brinch Hansen)

— Signal & Wait: the'signaller'suspends inside the

monitor, but waits its turn in the entry gueue
(MODULA-1; Concurrent Euclid)

— Signal & Urgent Wait: (REiSighallerSuSpends

Inside the monitor = has higher priority than
others in the monitor entry queue

(Pascal-Plus; C.A.R.Hoare)
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— Signal & Continue: the signalled (A) exits the
monitor and is forced to retry the monitor call

(MESA, Xerox PARC)

A scheduling strategy based on priorities tries to
preserve fairness....
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Different programming models

o SighRalCnExitmSIGNAL-S always the |last
operation inside a monitor procedure
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Different programming models

o SighRalCnEXitmSIGNAL-S always the last
operation inside a monitor procedure

e Signal & Wait: a signaller may invoke
multiple SIGNAL operations inside the
monitor
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Different programming models
o SighRalCnEXitmSIGNAL-S always the last
operation inside a monitor procedure

e Signal & Wait: a signaller may invoke
multiple SIGNAL operations inside the
monitor

eSignal & Continue: a sighalled process must
always be programmed to allow retrying the
monitor call
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Different programming models

o SighRalCnEXitmSIGNAL-S always the last
operation inside a monitor procedure

e Signal & Wait: a signaller may invoke
multiple SIGNAL operations inside the
monitor

eSignal & Continue: a sighalled process must
always be programmed to allow retrying the
monitor call

- example of monitors in the MESA
language; use priorities to decide which
process enters the monitor - example:
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resource_manager: monitor; --in MESA

{ total:integer; free: condition;

-- exit and retry automatically!
-- get the requested n units

-- release the n units
-- wake ALL blocked processes in free

FSO-DI-FCT-UNL



Implementation of monitors

e Monitors are Programming Language
Constructs, NOT Operating System calls...

e The language compiler and the runtime
support must provide for code generation
and implementation of 4 basic primitives:

-- enter_monitor

-- exit_monitor

-- walt_condition
-- signhal_condition
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Semaphore-based implementation

Monitors can be implemented on top of
Semaphores:

Language level: Processes and Monitors

Compiler / RuntimeSystem

OS level: Processes and Semaphores
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Signal&Exit Monitors

if exmut free signal
—
-~ . due to an exit, _ ™ exit_Im
awatting — active —_—
Or 2 wailt, or signal
enier_Im (2)
due to
a signa wait

(1)

blockad in
a condition

Process states and transitions for
a Signalé& Exit monitor type




Semaphore-based implementation

Meniters-cansbedmplemented on top of
semaphores

exmut: semaphore; Finitially 1*/

Conditions
- represented by arecord / structure with two fields:

-- sem_cond: semaphore;
[*initially O, for blocking processes?*/
-- cont: integer,;

[*initially O, for counting blocked
processes?*/
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Sighal&Exit Monitors — generated code

|
For a Waiter... For a Signaller ...

enter_monitor; enter_monitor,

wait_condition(C);

exit_monitor;

11/16/2012 FSO-DI-FCT-UNL




enter_monitor: P(exmut);

wait(c); signal&exit(c);
{ c.cont ++; |
V(exmut); |
P(c.sem_cond); -
c.cont --;
} }

exit_monitor: V(exmut);
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Signal&UrgentWait Monitors(1)

enter_monitor, enter_monitor,;

wait_condition( );
signal_condition();

exit_monitor; exit_monitor( );
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Signal&UrgentWait Monitors(2)
urgent: int; [*initial 0*/ -- # signallers waiting
urgent_sem: semaphore; /* signallers to wait */

In Wait() and Exit(), we must test
If urgent>0: a signaller must be unblocked
before any new process may enter
Enter_monitor: --- P(exmut);
Wait(c):
c.cont ++;
If urgent > 0 then V(urgent_sem); else V(exmut);
P(c.sem_cond);
c.cont --;



Signal&UrgentWait Monitors(3)

Signal(c):
urgent ++;
If c.cont>0 then
{ V(c.sem_ cond);
P(urgent_sem);
};

urgent --;

Exit_monitor():
If urgent >0 then V(urgent_sem),; else V(exmut);



Implementing Semaphores using Monitors!




A Monitor to implement semaphores(1)
semaphore: monitor; --Signal&Exit Monitor




Another Monitor to implement semaphores(2)
semaphore: monitor; --Signal&Exit Monitor

{ Finitially*




Conclusoes - sobre Monitores

Vantagens?
— Permite uma programacao mais clara

— Auxilio do compilador evitando mais erros do
gue no uso directo das funcoes do SO

Desvantagens?
— Maiores zonas de exclusao mutua
— Exclusao mutua nem sempre necessaria

Disponibilidade:
*Exige suporte a nivel de uma linguagem, eg Java
=Suporte a nivel de biblioteca de PThreads também
existe, mas a programacao situa-se a um mais baixo
nivel ...
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Condicoes no modelo de PThreads

Exclusdao mutua com Mutex: pthread mutex t
Variaveis de tipo Condition: pthread cond t

Principais operacdes sobre Conditions:
int pthread cond init(pthread cond t *cond,
pthread condattr t *cond attr;

int pthread cond wait(pthread cond t *cond,
pthread mutex t *mutex);

int pthread cond signal (pthread cond t *cond);
int pthread cond broadcast(
pthread cond t *cond);
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Conditions in Pthreads -- POSIX manual

Int pthread_cond _init( pthread cond t *cond,
pthread condattr t *cond_attr);

Int pthread _cond_wait( pthread cond t *cond,
pthread _mutex_t *mutex);

Int pthread_cond_timedwait(...),
Int pthread_cond_signal( pthread _cond t *cond);
Int pthread_cond_broadcast(pthread cond _t *cond);

Int pthread _cond_destroy(pthread cond t  *cond);



Conditions in PThreads

A condition variable must always be associated with a
mutex:

to avoid the race condition where a thread prepares to
walit on a condition variable and another thread signals

the condition just before the first thread actually waits
on it.




Conditions In Pthreads — POSIX manual
pthread cond Init initializes the condition variable

pthread cond_destroy destroys a condition variable,
freeing the resources it might hold. No threads must
be waiting on the condition variable on entrance to
pthread cond_destroy.

An error Is returned If it I1s called when there are such
threads.



Conditions 1n Pthreads — POSIX manual

pthread cond_ wait atomically unlocks the mutex (as per
pthread unlock mutex) and waits for the condition
variable cond to be signalled.

The thread execution Is suspended and does not
consume any CPU time until the condition variable Is
signalled. The mutex must be explictly locked by the
calling thread on entrance to pthread cond wait.

Before returning to the calling thread,
pthread cond_wait automatically re-acquires the
mutex (as per pthread lock mutex).




Conditions 1n Pthreads — POSIX manual

Unlocking the mutex and suspending on the condition
variable is done atomically by the implementation.

Thus, If all threads always acquire the mutex before
signalling the condition,

this guarantees that the condition cannot be
signalled (and thus ignored) between the time a
thread locks the mutex and the time it waits on the
condition variable




Conditions 1n Pthreads — POSIX manual

pthread cond_signal restarts one of the threads that
are waiting on the condition variable cond.

If no threads are waiting on cond, nothing happens.
If several threads are waiting on cond, exactly one is

restarted, but it is not specified which.

pthread cond_ broadcast restarts all the threads that are
waiting on the condition variable cond.

Nothing happens if no threads are waiting on cond.



Conditions in PThreads

pthread cond_timedwait atomically unlocks mutex and
walits on cond, as pthread cond_wait does, but it also
bounds the duration of the walit.

If cond has not been signalled within the amount of time
specified by abstime, the mutex is re-acquired and
pthread cond_timedwait returns the error
ETIMEDOUT.

The abstime parameter specifies an absolute time, with
the same origin as time(2) and gettimeofday(2).



http://sourceware.org/pthreads-win32/manual/time.html
http://sourceware.org/pthreads-win32/manual/gettimeofday.html

O exemplo Produtor/Consumidor em PThreads

... buffer[MAX]; int cont = 0;
pthread cond t NotFull, NotEmpty;
pthread mutex t bufMutex;

Put( item )
{ pthread mutex lock (bufMutex) ;

while (! (cont<MAX))
pthread cond wait (NotFull, bufMutex);
putinbuffer( item );

pthread cond signal( NotEmpty ) ;
pthread mutex unlock (bufMutex) ;

}
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Get( Item )
{ pthread mutex lock (bufMutex) ;

while (! (cont>0))
pthread cond wait( NotEmpty, bufMutex);
getfrombuffer( Item ) ;

pthread cond signal( NotFull );
pthread mutex unlock (bufMutex) ;

}
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Um exercicio classico da programacéo concorrente




The Dining Philosophers

Philosopher (i):
Think; \
take 2 forks (the left and right)

Eat; |
release 2 forks (the left and right) /




The Dining Philosophers-1

Correctness properties:
- safety:
If a Philosopher Is eating -2
If a Philosopher is thinking -2
- mutual exclusion to access the for
- no deadlock

has two forks
nas no forks

KS

- no lockout - no starvation!



T2 Dininer Prilasoeas=1
var garfo: array[0..4] of semaphore; var I: integer;
Philosopher (i: integer);
{ repeat

Think;

Eat;
forever }
{ fori=0to4doinit sem(garfo[i] = 1);
cobegin Philosopher(0); Philosopher(1);

Philosopher(2); Philosopher(3); Philosopher(4);

coend

1 |



The Dining Philosophers-1




The Dining Philosophers-1
Possible deadlock:
-- all Phil get their left forks = deadlock!



Fork_resource: monitor; ‘The Dining Philosophers-2

{ var required_forks[0..4] of integer; I: integer;
var OK to EAT: array[0..4] of condition;
—>procedure entry Take fork(i: integer);

{ if required_forks[i] <> 2 then WAIT(OK to EATII]);
required_forks[(i+1) mod 5] --; -- right neighbor
required_forks[(i+4) mod 5] --;} -- left neighbor

- procedure entre Release fork(i: integer);

{ required forks[(i+1) mod 5] ++;

required_forks[(i1+4) mod 5] ++;
If required_forks[(i+1) mod 5] == 2 then
SIGNAL(OK to EAT[(i+1) mod 5]);
If required_forks[(i+4) mod 5] == 2 then
SIGNAL(OK to EATI(i-1) mod 5]);}
/* monitor main body */
{ fori1=0to4dorequired forks[i] =2; }}



Philosopher (i: integer);
{ repeat
Think;
Fork _resource.Take_fork(i);
Eat;
Fork _resource.Release fork(i);
forever




Program Dining Philosophers; _

{ var required_forks[0..4] of integer; var I: integer; <r
procedure Philosopher(i: integer);
{ repeat
Think,
region r begin - Conditional Critical Regions
AWAIT required_forks[i] == 2;
required forks[(i+1) mod 5] --; -- right neighbor
required_forks[(i+4) mod 5] --;} -- left neighbor
end;
Eat;
region r begin
required_forks[(i+1) mod 5] ++; -- right neighbor
required_forks[(i+4) mod 5] ++;} -- left neighbor
end;

/* main body */
{ fori=0to4dorequired forks[i] =2; cobegin Phil(0)// Phil(1)//... coend
}



Fpe B)iplin
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rfork[0] rfork[1] rfork[2] rfork[3] rfork[4]

Init
Take(1)
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Free(1)
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Free(3)
Take(3)
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2 > Eat
1> Eat
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1

1 >Eat
2

1 >Eat
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Wore var i: integer

var table: semaphore;
Philosopher (i: integer);
{ repeat

Think; P(table); --- ONLY 4 can compete!

V(table

forever }

{ fori1=0to4doinit_sem(garfo[i] = 1); init_sem(table=4);
cobegin Philosopher(0); Philosopher(1); Philosopher(2);

Philosopher(3); Philosopher(4); e coend}




